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On behalf of Privanova, we are pleased to take part in this important
discussion on how countries can work together to freeze and recover money
made through crime using virtual currencies. As a research and consulting
company focused on privacy, technology, and policy, we believe that strong
international cooperation must be based on clear rules, trust, and tools that
can work well across borders. From our work in EU-funded projects like

and , many of which involve close cooperation with
law enforcement agencies (LEAS), we’ve seen that differences in procedures
and limited coordination often delay action in digital currency investigations.

One key challenge is building tools and platforms that help law enforcement
and financial intelligence units share information securely and trace virtual
currencies in real time. These tools must respect strong data protection
standards and be guided by ethical principles. This means following laws
that protect people’s privacy and making sure actions are fair, legal, and
necessary. In projects like TRACE, Privanova supports the development of
solutions that are both effective and respectful of rights, helping police and
prosecutors collect reliable evidence and cooperate across borders.

We also believe that working with the private sector, especially digital
currency companies, blockchain firms, and cybersecurity experts, is essential.
These partnerships can improve early detection of illegal activity and support
more effective enforcement actions. Just as importantly, law enforcement
agencies need ongoing training and shared guidelines to investigate virtual
currencies ethically and legally. Through our work with European and
international LEAs, Privanova promotes best practices that balance
enforcement with fundamental rights.

Finally, any global agreement must include clear protections for data, strong
ethical rules, and proper oversight. We recommend requiring court approval
for seizures, making processes transparent, and ensuring that victims are
supported. With well-designed systems and trusted cooperation between
countries, agencies, and private actors, we can fight crime involving virtual
currencies without harming privacy or fairness. Privanova is ready to share
lessons learned from EU law enforcement cooperation to support this
important goal.
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